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CONTEXT

At the recent MWC 2024 in Barcelona, Microsoft shared updates on its Azure for
Operators portfolio, demonstrating significant advancements in generative Al and its
application in telecommunications.

Azure for Operators Portfolio

Microsoft Partner

. . Azure Programmable Azure Operator Call MEC
Monetize with Al Edge Connectivity Protection (Private / Public)

0SS/BSS Service provisioning Service management Service assurance

Microsoft
Securit Al-enabled Azure Operator Azure Operator Resource
p pei
Framework operations Service Manager Insights/Copilot / Service orchestrator

Microsoft
DevSecOps

q—03 : 0 Network Azure Azure Communications
Optimize operations with Al By fiors Operator 5G Core Gateway Partner VNF/CNFS

Azure Operator Nexus
Carrier grade
Platform Operator Premises

Enterprise Premises Azure regions
(Far Edge / Near Edge)

Infuse network with Al

UPDATED AZURE FOR OPERATORS

Microsoft's Azure for Operators portfolio enhancements accelerate the digital
transformation of the telecom industry through advanced cloud and Al technologies.

Below is a detailed overview of the key enhancements.

AZURE OPERATOR NEXUS ENHANCEMENTS



https://azure.microsoft.com/en-us/blog/modernizing-and-monetizing-telecom-networks-with-ai-powered-azure-for-operators/

e 5G Standalone Support: Enhanced deployments of Azure Operator Nexus now
support 5G standalone rollouts as the primary platform, facilitating advanced
network functions and services.

e« National Security and Operational Requirements: The platform has
expanded its capabilities to meet national security requirements in multiple
regions and supports common operational and DevSecOps models for multi-
vendor network function deployments.

e Additional Form Factors: Microsoft announced new form factors to
accommodate RAN and other workloads, ensuring flexibility and scalability in
network deployment.

e As-a-Service Model for Labs: Microsoft now offers an as-a-service model to
support customer and partner lab deployments within Microsoft data centers,
promoting innovation and testing.

o Expanded Nexus Ready Program: The program has grown to include over 20
certified partners and more than 80 network functions, enhancing the
ecosystem for network solutions.

AZURE OPERATOR INSIGHTS AND COPILOT ENHANCEMENTS

e Generative Al Insights: The introduction of Copilot in Azure Operator Insights,
currently in limited preview, aims to revolutionize network management by
enabling network engineers to efficiently identify and resolve network issues
with the help of generative Al-infused insights.

e Proactive and Predictive Management: These Al-enabled tools allow for
continuous network health monitoring across various systems, detecting
anomalies and facilitating a more intuitive visualization of complex service
interactions.

e LLM-Based Prompts: Leveraging large language models, the service can
proactively informm and accelerate mitigation efforts, drawing on vast data
sources for analysis and recommendation.

AZURE OPERATOR 5GC CORE PUBLIC PREVIEW

e Containerized and Carrier-Grade Solution: Azure Operator 5G Core offers a
fully containerized, carrier-grade, any-G, hybrid mobile packet core solution,
integrating seamlessly with network functions that can run either on-premises
or in the cloud.

o Enhanced Features: Since its private preview, Azure Operator 5G Core has
introduced features such as inline user plane services for efficient network

© Copyright 2024 NAND Research



resource utilization, APIs for automation, and a microservice architecture
supporting 2G to 5G deployments in a single setup.

SECURITY AND COMPLIANCE COMMITMENT

¢ GSMA NESAS Participation: Microsoft's engagement with the GSMA Network
Equipment Security Assurance Scheme (NESAS) underscores its commitment
to ensuring the security and compliance of its telecom products, aligning with
global security standards.

MONETIZATION AND CUSTOMER EXPERIENCE INITIATIVES

e Azure Operator Call Protection: This new Al-based service protects consumers
from scam calls by analyzing voice content in real time and alerting users to
suspicious activity, offering a network-derived solution that requires no end-
user app installation.

e Azure Programmable Connectivity: Now in public preview, this service
enables operators to commercialize their network APIls, providing developers
with seamless access to create applications that leverage network intelligence.

These enhancements to the Azure for Operators portfolio reflect Microsoft's ongoing
commitment to supporting the telecom industry's modernization, efficiency, and
security

needs.

Microsoft aims to empower operators to innovate, improve operational resiliency, and
deliver superior customer experiences by integrating advanced cloud solutions, Al-
driven insights, and comprehensive security measures.

ANALYSIS

Microsoft's announcements are a significant stride in the telecom industry's journey
toward digital transformation.

Its updated suite of enhanced cloud-based solutions and services positions Microsoft
as a pivotal player in reshaping how telecom operators deploy, manage, and innovate
within their networks.

Here's a quick analysis of the key components and their potential impact on the
industry:

Azure Operator Nexus and 5G Core Enhancements

The enhancements to Azure Operator Nexus and the public preview of Azure
Operator 5G Core provide telecom operators with a robust, flexible infrastructure
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platform that leverages the power of the cloud. These developments underscore the
essential role of hybrid cloud environments in achieving scalable, efficient, and secure
telecom operations.

Al-Enabled Insights for Operators

Introducing Azure Operator Insights and Copilot in Azure Operator Insightsis a strong
move toward proactive and predictive network management. By leveraging Al to
derive actionable insights from vast network data, Microsoft enables operators to
enhance operational efficiency, network health, and customer experience.

This Al-driven approach promises to reduce the time and resources spent on network
diagnostics and troubleshooting and opens avenues for optimizing network
performance and security in real time.

Updated Monetization and Customer Experience Initiatives

The Azure Operator Call Protection and APC initiatives leverage Al to enhance
consumer protection and enable operators to monetize new services. These initiatives
reflect a nuanced understanding of the challenges and opportunities of the
proliferation of scam calls and the need for innovative, network-aware applications.

By providing tools that enable operators to offer enhanced security features and
facilitate the development of applications that leverage network intelligence,
Microsoft is fostering an ecosystem where both operators and consumers stand to
benefit.

Implications for the Telecom Industry

Microsoft's announcements have several potential implications for the telecom
industry:

e Accelerated Digital Transformation: By providing advanced, cloud-based
solutions and Al-driven tools, Microsoft is accelerating the telecom industry's
digital transformation, enabling operators to deploy more agile, efficient, and
secure networks.

e« Enhanced Network Operations and Customer Experience: The focus on Al-
enabled insights and customer protection initiatives promises to enhance
network operations and the end-user experience, offering operators
competitive advantages in an increasingly crowded market.

e New Revenue Streams: The emphasis on monetization through innovative
services and network-aware applications opens new revenue streams for
operators, crucial for sustaining growth in the era of 5G.

Overall, Microsoft's announcements reflect a comprehensive approach by the
company to support the telecom industry's needs, emphasizing the transformative
potential of cloud and Al technologies. By focusing on innovation, ecosystem
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collaboration, and customer-centric solutions, Microsoft addresses current industry
challenges and lays the groundwork for future advancements.

The culmination of these enhancements is not just technical but strategic. Microsoft
is positioning itself as a leader in the telecom industry's digital transformation by
providing a platform that accelerates the deployment of new services, reduces TCO,
and drives operational efficiency and resiliency. Most importantly, it ensures the
security of distributed, software-based networks, vital in an age where cyber threats
are increasingly sophisticated.

These updates come at a time when telecom operators are keenly aware of the need
to modernize their networks. According to a recent study, almost 70% of telecom
executives identified 5G-connected devices as a burgeoning threat vector, especially
in operational technology. With 5G's potential to contribute significantly to the global
economy, the urgency to protect and efficiently manage these complex networks is
palpable.
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