
 
RESEARCH NOTE     

SENTINELONE PURPLE AI  
UPDATES 

STEVE MCDOWELL, CHIEF ANALYST 
MAY 8, 2024 
 

CONTEXT 

At the 2024 RSA Conference, SentinelOne announced a significant leap in this 
ongoing battle with recent enhancements to its Singularity platform, specifically 
through the capabilities of Purple AI—advancements that see artificial intelligence 
play a more proactive and autonomous role in protecting digital assets. 

Let’s take a deeper look at what SentinelOne announced.  

BACKGROUND: WHAT’S SENTINELONE PURPLE?  

Purple AI is SentinelOne’s AI-powered security analyst tool, designed to enhance the 
capabilities of security operations centers (SOCs). It goes beyond the functionality of a 
simple chatbot or security assistant by utilizing generative AI to handle complex data 
analysis and threat detection tasks autonomously.  

Here are some critical aspects of Purple AI: 

1. Natural Language Processing: Purple AI can translate natural language 
queries into structured queries, allowing security analysts to interact with the 
system using everyday language. This simplifies otherwise complex searches. 

2. Automated Threat Detection and Response: Purple AI leverages AI to 
automate the detection of anomalies and security threats across various data 
sources. Integrating with native and partner data can provide comprehensive 
security insights. 

3. Intelligent Summarization: Purple AI summarizes the results of its analyses 
intelligently, suggesting follow-on actions and queries to help analysts delve 
deeper into the data or resolve issues more effectively. 

4. Collaborative Tools: The tool includes features like collaborative notebooks 
and auto-generated emails, which help teams manage their investigations and 
share findings efficiently. 

https://www.sentinelone.com/press/sentinelone-unveils-future-of-autonomous-security/
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5. Support for Open Standards: It supports the Open Cybersecurity Schema 
Framework, providing a standardized view of data, which helps unify and speed 
up data analysis processes. 

NEW: UPDATES TO PURPLE 

Purple AI is a critical component of SentinelOne's Singularity platform, which has 
recently undergone significant enhancements to better serve as an autonomous SOC 
analyst. Previously, Purple AI functioned primarily as an AI assistant, providing support 
and analytics based on user queries. However, its role and capabilities have been 
substantially expanded with the new updates.  

Here's what's new in Purple AI: 

1. Autonomous AI Analyst: Purple AI has transitioned from an AI assistant to an 
autonomous analyst. This means it no longer just responds to user commands 
but actively analyzes data, identifies issues, and suggests actions 
autonomously. 

2. Accessibility for Smaller Organizations: Traditional SOCs are typically feasible 
only for larger organizations due to their high resource requirements. The 
advanced capabilities of Purple AI, combined with SentinelOne's infrastructure, 
aim to bring SOC functionalities within reach of smaller entities. 

3. Shift from Reactive to Proactive Security: The standard use of AI in 
cybersecurity has been largely reactive. SentinelOne’s enhancements are 
designed to change this by allowing Purple AI to autonomously analyze data 
from various sources, identifying potential issues before they become actual 
threats. 

4. Hyperautomation and Continuous Learning: To avoid overwhelming users 
with constant alerts, SentinelOne has introduced hyper-automation rules 
within Purple AI. These rules allow for automated resolutions of recurring 
issues, with the AI learning and improving its responses over time. 

5. Global Alert Similarity: This new feature provides a reliability score for alerts by 
comparing them against a global database of incidents. This helps determine 
the severity and legitimacy of threats, aiding organizations in making informed 
decisions. 

6. Integration with Mandiant Threat Intelligence: The platform integrates 
threat intelligence from Mandiant (part of Google Cloud), providing 
comprehensive security insights, which include detailed adversarial tactics, 
techniques, and procedures (TTPs). 

7. Challenges and Adoption: While the idea of an autonomous SOC is promising, 
it raises concerns about trust and dependability. SentinelOne aims to build 
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trust through transparency in decision-making processes and by 
demonstrating the effectiveness of its automated systems. 

ANALYSIS 

The transformation of Purple AI signifies a shift towards more autonomous security 
systems, which can significantly reduce the workload on human analysts and increase 
the overall speed and accuracy of threat detection and response. This particularly 
benefits smaller organizations, which may lack the resources to staff a full-time, 
comprehensive SOC. SentinelOne is, in essence, democratizing access to advanced 
security operations. 

Despite these advancements, the shift towards an autonomous SOC powered by AI 
like Purple AI does not come without challenges. Trust in autonomous systems, 
understanding the complexities of AI decisions, and the potential for new types of 
vulnerabilities are issues that organizations must consider.  

SentinelOne addresses these concerns by ensuring transparency in Purple AI's 
decision-making processes and providing settings allowing varying levels of 
automation and human oversight. 

SentinelOne's chief product and technology officer, Ric Smith, told me that 
transparency lies at the heart of everything the company delivers. Instead of 
unquestioningly trusting AI to make decisions, users are presented with 
recommendations that show a complete audit trail of how the AI reached its 
conclusion. The user can then accept or reject what the AI recommends while 
allowing the user to tell the system to trust this type of recommendation in the future. 
It's a robust and well-considered engagement model.  

Nearly every cybersecurity provider today has a generative AI-enabled "copilot," where 
LLMs are used to simplify engagement with the underlying infrastructure. These 
technologies, like Palo Alto Networks recently announced Cortex Copilot, 
unquestionably bring greater levels of efficiency to streamline security operations. 
CopilotsHowever, copilots are only part of the solution, with AI-guided operations 
pointing towards the future. It's here where SentinelOne differentiates.  

As cyber threats become more sophisticated, the role of AI in cybersecurity will likely 
continue to grow. SentinelOne's enhancements to Purple AI indicate the industry's 
trajectory towards more integrated, intelligent, and autonomous security solutions. 
For businesses, staying informed about these trends and understanding the potential 
of AI in cybersecurity is crucial for future-proofing their operations against an ever-
evolving threat landscape. 

SentinelOne's updates to Purple AI enhance the company's standing and provide a 
glimpse into how businesses will manage and mitigate cyber risks in the future. The 
journey towards fully autonomous cybersecurity is complex and fraught with 

https://www.paloaltonetworks.com/blog/security-operations/cortex-copilot-in-secops-you-should-secure-smarter-not-harder/
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challenges, but it is also filled with potential for significant advancements in 
protection and efficiency. SentinelOne is leading the way.  
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